


Key Points 

Peculiarities of Web-based applications will be presented from a technical point of view, explaining their effects on testing 
practices.  
The tutorial will deal with testing management aspects.  
the tutorial will touch the issues raised by integration testing between ERP and Web and in the validation of E-business 
solutions.  

Presentation Abstract 

First of all, peculiarities of Web-based applications will be presented from a technical point of view, explaining their 
effects on testing practices. Moreover, the tutorial will deal with testing management aspects which are 
fundamentally affected by the nature of Web applications, including: RAD, regression issues, Testing solution will 
then be presented, both for static aspects (related to HTML, pictures, XML) and dynamic aspects (ASP, CGI, 
Proxies, Cookies, etc.).Room will be devoted also to commercial tools available in order to give the audience an 
overview of the existing technologies, highlighting also experience reports from their introduction, including ROI 
analysis. Special emphasis will then be given to the Web Accessibility Initiative (WAI) guidelines that have been 
issued by W3C and can significantly help testing of Web-based applications. Last but not least, the tutorial will 
touch the issues raised by integration testing between ERP and Web and in the validation of E-business solutions. 
Case studies will cover: testing of e-commerce sites, testing of commercial Internet Web sites, testing of Intranet 
sites, testing of home banking/ trading on-line applications.  

About the Author 

Born in 1966, at university, he graduated with 110/110 and honour in Information Science at the University of 
Milan, in February 1989. His PhD won the special AICA award for topics related to quality in Information 
Technology. After working as software developer in a telecommunication company and as consultant/ manager in 
a consulting company he set-up ONION. His activities cover two areas of interest: consulting - projects in software 
engineering for various industrial companies and research in the field of software quality and networking 
(especially in the Internet/ Intranet domain). As far as consulting/ projects in industry are concerned, he matured 
and exploited know-how in conducting various medium sized and large projects for several companies in various 
application domains (telecommunications, data processing, MIS, process control, etc.), covering topics like: 
Internet services, Intranet applications, Supply Chain management, etc. Moreover he has matured significant 
experiences in the ERP domain, notably with SAP R/3. He has matured significant technical experiences especially 
in the telecommunications domain (notably: switching systems and GSM mobile radio systems) in CIM and in 
networking, including Internet/ Intranet/ Extranet services and solutions. He has also dealt with sw development 
and testing, testing methods and tools, quality planning, test planning, reliability analysis, software product 
evaluation, process assessment and improvement, definition of quality systems in accordance to ISO 9001 and 
9000/3, reviews and inspections, FDA computer system validation and so forth His research activity spanned in 
various fields of software engineering, ranging from Petri Nets to development methodologies, functional and 
structural test coverage, metrics and related tools, CAST, reliability evaluation, software development process 
evaluation and improvement, management by metrics, software product quality evaluation, security technology 
transfer and total quality management techniques. Moreover, he has co-ordinated several European Research 
Projects. He has published a book: ("Software Metrics for Product Assessment", McGraw Hill, London, 1995, 
International Software Quality Assurance Series, ISBN 0-07-707923-X), contributed to 4 other books (in the last 
one he has been author of four chapters dedicated to Software Process Improvement; it has been published by 
IEEE Software) and published over 50 papers at international conferences on topics related to software quality and 
software testing.  

QWE2002 Tutorial A1, A2 

Dr. Gualtierro Bazzana & Mrs. Ioana Ene  
(ONION, S.P.A.)  

Web Testing Master Class  



Key Points 

The Context, Why, What, When, Where, Who, etc. to improve?  
TPI, The Test Process Improvement Model.  
Application of the Model, Management of Change.  

Presentation Abstract 

After a short introduction, the attendees will learn about The Context of testing in the real world and software and 
test process improvement: why testing, the aims of testing, what to test, required structure, the evolution of 
testing, the challenges for testing, need of improvement, need of a dedicated test improvement model, other 
available models, the model requirements, etc. The second part of the tutorial is about the Test Process 
Improvement Model. The TPIÒ model will be explained in detail: the scope, the characteristics, the key areas, the 
requirements (checkpoints) for the different levels of maturity, the test maturity matrix, the assessment, the 
relation between the key areas and how to select priorities, the improvement suggestions, etc. To be successful 
with any improvement activity an adequate Management of Change approach is required. The third part of the 
tutorial is about The Application of the Model. The main steps of changing will be taught: how to create awareness, 
establish goals and scope for change, the assessment process, selection and planning of improvement actions, 
implementation and evaluation. Delegates will learn about related subjects such as the use of metrics, the 
requirements for the change team, the human aspects, how to deal with resistance and finally some do's and 
don'ts will complete the tutorial. 

Since the publication of TPI in 1998 and in particular the appearance of the English version ”Test Process 
Improvement: a practical step-by-step guide to structured testing” (by Tim Koomen and Martin Pol) in May ‘99, 
the model is rapidly becoming an international standard for improving test processes, used in numerous countries 
like the United States, most European Community countries, Australia, South Africa, Mexico, Columbia, China and 
India. The model is frequently used to help an organization meet the test requirements at CMM level 3. 

About the Author 

Martin Pol, with more than 25 years of experiences in structured testing is the (co-)author of many publications 
and books on structured testing in different languages. He is the CEO and a senior consultant for Polteq 
International Testing Services B.V. He was involved in the development of the structured testing approach TMap 
and the creation of TPI. Also because he's working in the testing practice every day Martin is a highly regarded 
lecturer and speaker at conferences throughout the world. He twice chaired the EuroSTAR conference and recently 
he received the European Testing Excellence Award for his contribution to the field of testing. 

Since 1989 Ruud Teunissen is employed in the testing world. He has been involved in a large number of ICT 
projects and has performed several functions within the testing organisation: tester, test specialist, test advisor, 
test manager, etc. Based on his experience, Ruud participated in the development of the structured testing 
methodology TMap and is co-author of several books on structured testing. The last years Ruud is involved in 
implementing structured testing within organisations on the Belgian and Dutch market. At this moment Ruud has 
been working in Belgium for Gitek n.v. as Manager Testen and as such responsible for all testing activities at Gitek 
(over 45 professional testers). Ruud is frequently speaking at conferences, universities, seminars, workshops etc. 
(for instance: QWE99, QWE 2000, ICS Test 2000, ICS Test 2001, EuroSTAR 2000, SAI, NOVI, Kluwer Education, 
IIR).  

QWE2002 Tutorial B1 

Mr. Martin Pol & Mr. Ruud Teunissen  
(Polteq & Gitek nv)  

Stepwise Improvement of the Test Process using TPI  



Key Points 

Testing must fit within project and organization parameters.  
Testing is done for business reasons, achieving a quantifiable return on investment.  
Test management requires the careful application of several techniques  

Presentation Abstract 

Organizations invest in quality in general, and testing specifically, because they expect the time, money, and care 
spent prior to releasing a system to pay dividends after the release. These dividends may come in the many 
forms, including but not limited to financial rewards. Testing is, therefore, a risk management exercise that helps 
the organization reduce the likelihood of having to bear certain unanticipated future costs. With such high stakes 
involved, testing is an endeavor that deserves careful planning, crisp execution, a talented team, and significant 
resources. This tutorial will examine the project and organizational context of testing projects, the need for 
alignment between testing and quality, and techniques that a test manager can use to ensure crisp test project 
management. 

About the Author 

Rex Black is the President and Principal Consultant of Rex Black Consulting Services, Inc., an international 
software and hardware testing and quality assurance consultancy. He and his consulting associates help clients 
such as Bank One, Compaq, Dell, Reef, Schlumberger, and others with implementation, consulting, training, and 
staffing for testing, test automation, and quality assurance projects. His current book, Managing the Testing 
Process, was published in June 1999, and popular demand has lead to an expanded and enhanced Second Edition, 
due to hit the shelves around April . His next book, tentatively titled Critical Testing Processes, will be published by 
Addison-Wesley in late 2002.  

QWE2002 Tutorial C1 

Mr. Rex Black  
(RBCS, Inc.)  

Managing the Testing Process: Organization, Motivation, and Techniques  



Key Points 

Gain insight, in theory and practice, on structured testing and test process improvement.  
Know about Test Maturity Model (TMM).  
Learn how to prioritise, define and implement those improvements.  

Presentation Abstract 

This tutorial is to provide the attendees with knowledge and insight regarding structured testing and test process 
improvement, both from a theoretical and practical perspective. After the tutorial, the participants will: - have 
knowledge about the basics of test process improvement; - have acquired insight into the most important models; 
- know about the Test Maturity Model (TMM); - know how to prioritise, define and implement practical test 
improvements; - know how to define key test metrics  

About the Author 

Drs. Erik P.W.M. van Veenendaal CISA has been working as a practitioner and manager within the area of software 
quality for a great number of years carrying out assignments in the field of quality management, project control, 
EDP-auditing and software testing. He has recently been responsible and involved in a number of European 
projects within the area of software product quality. Within this area he specializes in software testing and is the 
author of a number of books, e.g. “Structured testing; an introduction to TMap” and “Software quality from a 
business perspective”. 

As a test manager and test consultant he has been involved in a great number and variety of projects, has 
implemented structured testing and carried out test process improvements activities in a large number of 
organisations. He is a regular speaker both at national and international testing conferences and a leading 
international trainer in the field of software testing. Erik van Veenendaal is the founder and managing director of 
Improve Quality Services, a company that provides services in the area of quality management and testing.  

At the Eindhoven University of Technology, Faculty of Technology Management, Erik is part-time involved in 
lecturing and research activities. He is on the Dutch standards institute committee for software quality.  

QWE2002 Tutorial D1 

Dr. Erik P. vanVeenendaal 
(Improve Quality Services BV)  

Introduction to the Test Maturity Model  



Key Points 

Assemble systems from reusable modules, don't built from scratch.  
Component integration creates new testing challenges.  
Learn which integration defects may occur and techniques to deal with each of them.  

Presentation Abstract 

As software components become more readily available, the dream of assembling systems from the reusable 
modules rather than building them from scratch each time is becoming a reality. While the components 
themselves are usually well tested and defect-free, this does not guarantee that they can be integrated together 
without problems. The component integration process creates new testing challenges that must be addressed. This 
tutorial describes the kinds of integration defects that may occur and presents techniques to deal with each of 
them. 

Attendees learn how to create and execute effective tests for component-based systems. The tutorial provides an 
overview of component development concepts and how to effectively test in this environment. The three 
component standards (DCOM, JavaBeans, and CORBA) are described. Effective integration and testing strategies 
are presented.  

About the Author 

Dr. John D. McGregor is a partner in Luminary Software and an associate professor of computer science at 
Clemson University. Dr. McGregor has developed architecture, design and testing techniques for object-oriented 
software and developed custom testing processes for a variety of companies. Dr. McGregor is co-author, with 
David A. Sykes, of "Object-oriented Software Development: Engineering Software for Reuse" published by Van 
Nostrand Reinhold and "A Practical Guide to Testing Object-Oriented Software" published by Addison-Wesley in 
2001. He writes a column on Testing and Quality for the Journal of Object-oriented Programming (JOOP) published 
by SIGS/101Communications Publishing. He has published numerous articles on software development focusing on 
design and quality issues. Currently he serves on the editorial board of two journals: JSTP and IJCIS. Dr. 
McGregor's research interests include software engineering specifically in the areas of process definition, design 
quality, testing and measurement. 

QWE2002 Tutorial E1 

Dr. John McGregor 
(Luminary Software)  

Testing Component-Based Systems  



Key Points 

Description of different types of documents used in the IEEE 829 standard, and their relation to one another.  
Different steps and aspects of this test plan.  
How to use the plan for different types of tests.  

Presentation Abstract 

The test plan is the base of all the future tests for an SW application. It is a kind of contract between the test 
team, the management and the development team. 

This presentation first describes the different types of documents used in the IEEE 829 standard and their relations 
to one another. Building on this information it details the different steps and aspects of the test plan as described 
in the standard and the relations between the different chapters, how they complement each other in order to 
provide a complete solution. From there it shows how to use the plan for different types of tests such as 
functional / regression testing, performance testing and configuration tests. The presentation ends with the 
application of sub-plans to cover the different aspects of testing for a complex application.  

This presentation is based on real life experience and implementation of test plans developed using this and 
different methods and their comparison.  

About the Author 

Bernard Homès is founder and principal consultant for TESSCO ltd (Tests Evaluation Service & Solution, Conseil & 
Organisation limited). After 20 years in software development (banking, ERP, ...) and testing with different 
consulting firms, he set up the TESSCO group in Europe (France and UK) and Canada. Currently Bernard helps a 
major Canadian customer in setting up a software test center, and provides trainings and consultancy services 
worldwide. 

QWE2002 Tutorial B2 

Mr. Bernard Homes  
(TESSCO Ltd.)  

Test Plan 101 Using IEEE 829  



Key Points 

WebSite testing imposes new constraints on testing and analysis technology.  
Very complext WebSites have extremely high "negative payoff" for failure.  
WebSite quality requires both static and dynamic testing, and dynamic testing requires 100% maintenance of session 
context.  
Continual monitoring of WebSite quality appears to be a requirement for a complex WebSite.  

Presentation Outline 

WebSite Properties, Concerns  
Static Testing  
Dynanmic Testing  
      Functional/Verification  
      Timing/Tuning  
      Server Loading  
      Mapping  
WebSite Monitoring  
Case Study  
Source Material  

About the Author 

Dr. Edward Miller is Chairman and President of Software Research, Inc., San Francisco, California, and Chief 
Technical Architect for software test tools development and software engineering quality questions. Dr. Miller has 
worked in the software quality management field for 25 years in a variety of capacities, and has been involved in 
the development of families of automated software, analysis and WebSite quality analysis tools. 

He was chairman of the 1985 1st International Conference on Computer Workstations, and has participated in 
IEEE conference organizing activities for many years. He has been Chairman of the Quality Week Conferences 
since 1988 and of the Quality Week Europe Conferences since 1996. He is a Bember of the Board of the Center for 
National Software Studies, a not-for-profit organization devoted to furtherance of national software concerns, and 
a member of the External Advisory Board of the EE Department at Iowa State University. He is the author of 
Software Testing and Validation Techniques, an IEEE Computer Society Press tutorial text. Dr. Miller received his 
Ph.D. (Electrical Engineering) degree from the University of Maryland, an M.S. (Applied Mathematics) degree from 
the University of Colorado, and a BSEE from Iowa State University. 

QWE2002 Tutorial C2 

Mr. Edward Miller  
(eValid, Inc.)  

Web Testing: A Practical Approach  



Key Points 

How to perform defect analysis.  
Which taxonomies and techniques exist.  
What results can you expect; and how to use them for improvements.  

Presentation Abstract 

This half-day tutorial will introduce you to the concepts and techniques of defect analysis. You will learn how to 
analyse defects in your own organisation, and what benefits you can achieve. The tutorial will explain the different 
defect categories in the currently most comprehensive Bug Taxonomy (by Beizer). I will demonstrate how I used 
this taxonomy to perform defect analysis in practice on a number of projects, and I will share my results with you. 
I will also give an overview of other defect classifications and techniques e.g. Orthogonal Defect Classification (by 
Chillarege e.a.), and show how they might be used. 

However, performing defect analysis is of little value if you cannot use the results to correct problems in or 
improve your software development practices. I will demonstrate how you can use the data from defect analysis to 
introduce focused improvements in your organisation. I have used defect analysis successfully on a number of 
projects at Brüel & Kjaer. I have demonstrated improvements to the testing and the requirements engineering 
processes based on the results of defect analysis. At previous QWE conferences I have reported on these 
experiences. However, I have not previously presented the defect analysis technique itself.  

About the Author 

Otto Vinter is an independent software engineering mentor. He is also employed as project manager specialising in 
software process improvements with the Danish software engineering consulting company DELTA. 

Previously, he was responsible for software process improvements at Brüel & Kjær. He has been the driving force 
in that company's improvement activities in testing, requirements engineering, development models, and 
introduction of object-oriented development methods. Most of the process improvement activities have been based 
on findings from analysis of defects.  

He has managed software development projects for 30 years. He received his Masters Degree in Computer Science 
from the Danish Technical University in 1968. He is a regular speaker at conferences and seminars, performs 
mentoring activities for clients, and is an expert evaluator on the framework programmes of the CEC.  

More information can be found at: http://inet.uni2.dk/~vinter/engindex.htm 

QWE2002 Tutorial D2 

Mr. Otto Vinter  
(Independent Consultant)  

Introduction to Defect Analysis  



Key Points 

Describe guided inspections.  
Create test cases to be used in guided inspections.  
Choose test cases that maximize defect discovery while minimizing thier cost.  

Presentation Abstract 

Early detection of faults is a cost-effective technique for ensuring quality. This tutorial presents the guided 
inspection technique for analyzing UML models. This technique uses explicit test cases to guide the inspection 
process rather than leaving the coverage of the model to chance. The technique systematically determines 
whether the model is complete, correct and consistent. Participants will actively participate in an exercise that 
examines the model for a small distributed system. Participants will also gain an understanding of how to integrate 
the technique into the typical interactive, incremental process. 

About the Author 

Dr. John D. McGregor is a partner in Luminary Software and an associate professor of computer science at 
Clemson University. Dr. McGregor has developed architecture, design and testing techniques for object-oriented 
software and developed custom testing processes for a variety of companies. Dr. McGregor is co-author, with 
David A. Sykes, of "Object-oriented Software Development: Engineering Software for Reuse" published by Van 
Nostrand Reinhold and "A Practical Guide to Testing Object-Oriented Software" published by Addison-Wesley in 
2001. He writes a column on Testing and Quality for the Journal of Object-oriented Programming (JOOP) published 
by SIGS/101Communications Publishing. He has published numerous articles on software development focusing on 
design and quality issues. Currently he serves on the editorial board of two journals: JSTP and IJCIS. Dr. 
McGregor's research interests include software engineering specifically in the areas of process definition, design 
quality, testing and measurement.  

QWE2002 Tutorial E2 

Dr. John McGregor 
(Luminary Software)  

Guided Inspection of UML Models  



Key Points 

Discuss and choose from different techniques to specify requirements  
Improve written requirements and tell good requirements from bad ones  
Write non-functional requirements so they are verifiable  

Presentation Abstract 

Presented at PNSQC 2000, attended by 54 people. First presentation outside of Intel, where it was taught to more 
than 1,000 students around the world this year. Of the 45 PNSQC evaluations returned, 44 would recommend the 
workshop to others and found it either "valuable" or "very valuable". People like the fast pace and depth of 
information presented. Poorly written requirements result in lost productivity, increased re-work, dissatisfied 
customers, poor end product quality, and even project cancellations. So, why are good requirements so hard to 
write? Many people do not know the key attributes of a "Good Requirement", and have not been exposed to the 
various effective ways to specify requirements. 

This 1-day workshop focuses on and applies the best-known methods behind improved requirements writing. 
Based closely on a popular course taught at Intel, the course covers the different types of requirements and what 
activities are important when specifying requirements. The emphasis is on practical solutions to common 
problems, and contains valuable real examples from Intel documents in both original and improved formats. 
Students will gain an understanding of the attributes of a good requirement, and learn ways to identify whether 
the requirement is unambiguous, concise, necessary, correct, and traceable. Many useful "take it home and use it 
tomorrow" techniques for writing both functional and non-functional requirements are presented. Several exercises 
are included to reinforce the techniques. Attendees are invited to bring their existing requirements documents for 
use in the final exercise if desired.  

About the Author 

Erik Simmons has 15 years experience in multiple aspects of software and quality engineering. Erik currently 
works as Platform Quality Engineer in the Platform Quality Methods group, part of the Corporate Quality Network 
at Intel Corporation. He is responsible for Requirements Engineering practices at Intel, and lends support to 
several other corporate software and product quality initiatives. Erik is a member of the Pacific Northwest Software 
Quality Conference Board of Directors and the Steering Committee of the Rose City SPIN. He holds a Masters 
degree in mathematical modeling and a Bachelors degree in applied mathematics from Humboldt State University 
in California, and was appointed to the Clinical Faculty of Oregon Health Sciences University in 1991. 

QWE2002 Tutorial F1 & F2 

Mr. Erik Simmons  
(Intel Corporation)  

Writing Good Requirements  



Key Points 

Understanding Emotional Intelligence (EQ).  
Understanding the Test Requirements Hierarchy.  
Applying Strategic Driven thinking to evelop test requirements.  
Enhancing test requirements with emotions and instincts.  

Presentation Abstract 

We explain what Emotional Intelligence is about and what the relation towards software quality is. Before the use 
of EQ in software quality is explained, a technique called Test Requirements Hierarchy (or Test Requirement 
Matrix) (TRH or TRM) will be explained. This classic technique, though too little applied correctly, allows the 
objective measurement of quality against an agreed baseline. The conservative application of the technique only 
measures quality in a rational dimension. With EQ we will add two more dimensions to the TRH or TRM. 

A real case will be used to develop a TRH and to develop the EQ-dimensions for it. Anonymous real life data, such 
as interview notes, requirements documents and progress and test reports will be used. 

About the Author 

Jens Pas is Managing Director and founding Partner of I2B and President of the Board of Directors. Jens Pas is an 
authority in the business of Software Testing. He developed a unique method for structured software testing. His 
method was introduced in and adopted by major Belgian and Dutch companies. He has also development Test 
Assessment programs and has conducted them at directors and top-management level at various sites in larger IT 
environments. He published various articles regarding the methodology of Software Testing and is the author of 
the textbook that accompanies the course “Introduction to Structured Software Testing”. He currently publishes 
his views on software engineering monthly in three area related magazines and newspapers. He is a (keynote) 
speaker and track chairman on many Software Engineering and Quality Conferences (Eurostar 98 Munich, 99 
Barcelona & 2000 Copenhagen, Quality Week Europe, Fesma Brussels, Software Automation, Novi Amsterdam, 
Technological Institute of the Royal Society of Belgian Civil Engineers, SQE Europe Test Congress 2000). Currently 
he is specialising in Innovation Management services. 

Jens Pas was co-founder and General Manager of a Belgian consultancy company specialised in testing. Previously 
he was responsible for the re-engineering of the pan-European IT-support department of Quaker Oats Europe and 
for setting up the Application Support department of the ETS division of Barco Graphics. Jens Pas is an engineer 
and holds an Executive International Master in Business Administration degree from the Vlerick Leuven Gent 
Management School. 

QWE2002 Tutorial G1 

Mr. Jens Pas  
(I2B)  

Emotional Intelligence as the Key to Software Testing  



Key Points 

This tutorial outlines very practical steps to follow, with real exemples from recent e-commerce projects: 

Test planning: What works or does not work, when to use what tool and technique  
How to avoid blowing the budget for Stress Testing, Load Testing, Performance Testing  
How to set up a test lab which allows for stress testing at the Unit, Integration and System Testing phases.  

Presentation Abstract 

This tutorial outlines very practical steps to follow when setting out to stress web applications - preferably well 
before they actually go live. Real examples from recent e-commerce projects are described - what works - what 
does not work - when to use what tools or technique? How to avoid blowing the budget! What can we tell about 
the way our application will react to success? Will the application scale? How well? Can we tell? What can we tell? 
What can we simulate? Can we set up a test lab organization which allows for stress testing at the Unit, 
Integration and System testing phases? 

Techniques used in live e-commercce development sites are described. Where can and should stress testing be 
implemented, at what stage of development? What do we want to measure, how and why? Practical tools and 
techniques are reviewed! Examples are from the author's current experience related to testing some key e-
commerce sites - noteably the Virtual Model Shopping Experience at www.landsend.com - www.jcpenny.com and 
many more extremely popular e-commerce sites!  

The tutorial also includes elements of test planning and some practical examples of "risk analysis" applied to 
internet testing!  

About the Author 

Robert Sabourin has been involved in all aspects of development, testing and management of software 
engineering projects. Robert graduated from McGill University in 1982. Since writing his first program in 1972, 
Robert has become an accomplished software engineering and SQA management expert and evangelist (don't tell 
me it can't de done!). He is presently the President of AmiBug.Com Inc; a Montreal-based international 
management consulting firm specializing in the implementation of "light effective process" to achieve excellence in 
delivering on-time, on-quality, on-budget commercial software solutions. AmiBug.Com provides management 
consulting, training and professional development directly and with various business partners.  

QWE2002 Tutorial H1 

Mr. Robert Sabourin 
(Amibug.com)  

Getting Started - Stressing Web Applications, Stress Early - Stress Often  



Key Points 

Test Estimating Techniques  
What you Need to Know to Estimate the Testing Effort  
Guidelines for the Estimating Process  

Presentation Abstract 

Based on the upcoming Second Edition of his popular book, Managing the Testing Process, and nearly two decades 
of software, hardware, and systems experience, Rex Black will guide course attendees through a risk-based 
approach to creating realistic, actionable estimates of the testing tasks required for a project. Using techniques 
ranging from the informal to ISO 9126 to Failure Mode and Effect Analysis, Rex will demonstrate how to determine 
what you should test--and how extensively--by developing a prioritized list of risks to system quality. Rex will then 
use a hypothetical case study to translate that list of quality risks into an estimated schedule and budget via 
techniques like the Delphic Oracle, Three-Point, and Wideband team task sizing methods, plus the use of historical 
data and rules of thumb for additional accuracy. Finally, Rex will examine options for testers when they're asked to 
shrink their testing efforts into pre-existing schedule or budget targets, including risk-driven test effort descoping. 
Throughout, attendees will have a chance to solidify their understanding of the techniques through in-class 
discussion, Q&A, and three exercises.  

About the Author 

Rex Black is the President and Principal Consultant of Rex Black Consulting Services, Inc., an international 
software and hardware testing and quality assurance consultancy. He and his consulting associates help clients 
such as Bank One, Compaq, Dell, Reef, Schlumberger, and others with implementation, consulting, training, and 
staffing for testing, test automation, and quality assurance projects. His current book, Managing the Testing 
Process, was published in June 1999, and popular demand has lead to an expanded and enhanced Second Edition, 
due to hit the shelves around April . His next book, tentatively titled Critical Testing Processes, will be published by 
Addison-Wesley in late 2002.  

QWE2002 Tutorial J1 

Mr. Rex Black  
(RBCS, Inc.)  

Managing The Testing Process: Test Estimation  



Key Points 

Graphs and Finite state machine models for software testing  
Methods for modeling software using state machines: simple graphs, state variables, hierarchical state models 
construction  
Generating tests based on state models  

Presentation Abstract 

Model-Based Testing has its roots in hardware testing applications - most notably telephone switches - and 
recently has spread to a reasonably broad variety of software domains. The wealth of published work portraying 
case studies in both academic and industrial settings is a sign of growing interest in this style of testing. This 
presentation discusses model-based testing in terms of finite state machines, one of the more popular software 
models that are employed in testing. The audience will be exposed to basic skills in theories of graphs and state 
machines that are useful in understanding and building state models. Various methods to build models varying in 
their difficulty and in their dependency on tools are presented. Next, the audience will be shown basic test 
generation techniques with state models. Throughout the tutorial, there will be working examples illustrating the 
techniques being taught. Finally, there will be some exercises for the audience to acquire an initial hands-on 
experience with this style of testing.  

About the Author 

Ibrahim K. El-Far is a doctoral student in computer science under James A. Whittaker at the Florida Institute of 
Technology, Melbourne, Florida. His research interests are in investigating software models, test automation and 
tools, adequacy criteria, and software testing education. In 2000, El-Far received an IBM CAS Fellowship 
supporting his research in software testing. He has over four years of experience in model-based testing using 
finite state machines at the Center for Software Engineering Research. He has acted in the capacity of an advisor 
to model-based testing groups in the Center, and he has supervised the development of experimental state-model 
testing tools. He has also taught this material in various formats to a variety of students both as part of a normal 
university course and as part of a program to train students who wish to participate in related industry-sponsored 
research. 

QWE2002 Tutorial K1 

Mr. Ibrahim K. El-Far  
(Florida Institute of Technology)  

Model-Based Testing  



Key Points 

Efficient solution for web and e-commerce testing  
Web requirement hierarchy.  
Efficiency, effectiveness, improvement.  

Presentation Abstract 

Testing E-commerce web sites and virtual shops requires the right approach. Neglecting business (or better, 
consumer)-driven tests when your web site is the only interface that separates you from your customers and their 
money could obviously lead to a major business failure if not a crash. Fine, but how can we come to a decent 
result without messing around such a huge set of tests, such a huge bunch of information? The answer is simple: 
structure your test requirements in an appropriate structure: TRH (Test Requirement Hierarchy). The core of the 
presentation shows how to implement a TRH approach within e-commerce applications, knowing that the new 
(Net) economy is not subject to any speed limits. 

Our method showed that it was possible to gain sometimes up to 70-80% time with no significant quality 
decrease. Because it is modular, we called it The LEGO principle.  

About the Author 

Olivier Denoo is a consultant active in the Business of Structured Software Testing since 1997. He was the key-
developer of ps_testware's Y2K testing techniques. Nowadays, he still is a highly respected trainer of this 
methodology. Continuously looking for new challenges, Olivier started to investigate the possibilities of website 
and e-commerce testing and became in charge of ps_testware's e-commerce/WWW-testing knowledge base. 
Currently, he is working in a project at one of the largest Belgian Telecom companies. To be supplied.  
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Mr. Olivier Denoo  
(ps_testware)  

Think Green! Think Different! Think Modular! (The LEGO Principle)  



Key Points 

Some real examples, from recent e-commerce projects, are described - what works - what does not work - when 
to use what tools or technique? How to avoid blowing the budget! Practical tools and techniques are reviewed! 
Examples are from the author's current experience related to testing some key e-commerce sites - noteably the 
Virtual Model Shopping Experience at www.landsend.com - www.jcpenny.com and many more extremely popular 
e-commerce sites!  

Risk based test management.  
Data driven testing.  
Web application testing.  

Presentation Abstract 

With development cycles becoming extremely short it is important to "plan for", "prepare for" and "react to" risks 
as they come up during the project. 

This tutorial outlines practical steps to follow when setting out to test turbulent web applications. Turbulent web 
applications experience almost daily requirement changes coupled with frequent changes to existing user 
interfaces and the continual integration of new functions and features.  

Here are some of the points this tutorial looks at.  
How do you get the most out of limited testing resources available?  
How to perform GUI testing and Usability testing in parallel with functional testing?  
How to identify testing objectives?  
How to implement testability hooks to facilitate automation and regression testing?  

About the Author 

Robert Sabourin has been involved in all aspects of development, testing and management of software 
engineering projects. Robert graduated from McGill University in 1982. Since writing his first program in 1972, 
Robert has become an accomplished software engineering and SQA management expert and evangelist (don't tell 
me it can't de done!). He is presently the President of AmiBug.Com Inc; a Montreal-based international 
management consulting firm specializing in the implementation of "light effective process" to achieve excellence in 
delivering on-time, on-quality, on-budget commercial software solutions. AmiBug.Com provides management 
consulting, training and professional development directly and with various business partners.  
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Mr. Robert Sabourin  
(Amibug.com)  

Just In Time Testing - Testing Turbulent Web Based Applications  



Key Points 

The Context of Testing  
Why Testing?  
Structured testing: What, When, Where, Who?  

Presentation Abstract 

This tutorial provides general answers to the questions of what, when, how, with what, where and who in matters 
of testing. The answers to the questions what and when are given in a life cycle model, which provides the 
different test phases and activities for all testing levels (from unit test to user acceptance test). The answers to 
how are given by techniques available for planning, preparing, specification and executing the various tests. The 
questions with what and where are considered in the description of how to implement the required infrastructure 
and how to automate the test process adequately. The who aspects deal with the organisation of the test process, 
e.g. the required expertise, the people and team aspects, resource management, the responsibilities, testware 
management, etc. Within the tutorial special attention is paid to the application of systematic software testing in 
different projects, e.g.: Maintenance; RAD; Client/Server & GUI; OO and CBD; ERP; Web & E-BusinessTesting; The 
Test Factory, etc. 

The foundations for the tutorial are taken from TMap, a comprehensive, generic test approach that is applicable for 
every test level and test activity. It's generic structure enables testers to link their know-how to any innovation in 
the industry and development method. TMap is a preferred standard in more that 300 companies, including banks, 
insurance companies, pension funds and government agencies as well in smaller organizations and sectors such as 
embedded software, telecommunications and logistics. 

About the Author 

Martin Pol, with more than 25 years of experiences in structured testing is the (co-)author of many publications 
and books on structured testing in different languages. He is the CEO and a senior consultant for Polteq 
International Testing Services B.V. He was involved in the development of the structured testing approach TMap 
and the creation of TPI. Also because he's working in the testing practice every day Martin is a highly regarded 
lecturer and speaker at conferences throughout the world. He twice chaired the EuroSTAR conference and recently 
he received the European Testing Excellence Award for his contribution to the field of testing. 

Ruud Teunissen is employed in the testing world since 1989. He has been involved in a large number of ICT 
projects and has performed several functions within the testing organisation: tester, test specialist, test advisor, 
test manager, etc. Based on his experience, Ruud participated in the development of the structured testing 
methodology TMap and is co-author of several books on structured testing. The last years Ruud is involved in 
implementing structured testing within organisations on the Belgian and Dutch market. At this moment Ruud has 
been working in Belgium for Gitek n.v. as Manager Testen and as such responsible for all testing activities at Gitek 
(over 45 professional testers). Ruud is frequently speaking at conferences, universities, seminars, workshops etc. 
(for instance: QWE99, QWE 2000, ICS Test 2000, ICS Test 2001, EuroSTAR 2000, SAI, NOVI, Kluwer Education, 
IIR).  
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Structured Testing  



Key Points 

Goal-oriented Software Measurement.  
Real-life Industrial Examples.  
Excercises to learn basic principles.  

Presentation Abstract 

Tutorial on the Goal/Question/Metric methode (GQM), the de-facto standard for measurement of software 
practices. By measuring software processes and products, company specific knowledge on software practices 
becomes available. This knowledge can be used for decision making, planning, or estimating project cost or 
duration. The main subject of the tutorial is a method for software measurement: the Goal/Question/Metric 
method. This method originates from the USA; however, this method is also increasingly applied in Europe. The 
GQM method is largely expanded during the last years. Beside much theoretical expansions, a practical handguide 
has recently become available. 

About the Author 

Dr. Rini vanSolingen is a Principal Consultant at CMG, the Netherlands. Within this role, he is specialised on SW 
Product and Process Improvement. In the past years, he has been a senior quality engineer at 
Schlumberger/Tokheim and has been head of the Quality and Process Engineering department at the Fraunhofer 
Institute for Experimental Software Engineering in Kaiserslautern. Rini's activities focus on practical software 
product quality and process improvement for industry. Within this topic, he is specialised in industrial software 
measurement and product-focused SPI. He has published more than 50 papers in international journals and 
conference proceedings, among which the McGraw-Hill software measurement book: 'The Goal/Question/Metric 
method: a practical guide for quality improvement of software development'. See: Http://www.gqm.nl/.  
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Key Points 

IV&V is a valuable tool for increasing sofware quality and reliability  
IV&V needs selection criteria for which projects should apply it  
NASA is now requiring IV&V evaluation for all projects and application on some  

Presentation Abstract 

This paper will discuss the management approach taken to consistently apply IV&V on NASA projects. We will 
discuss the development of the NASA policy stating that all projects and programs with few exceptions shall 
employ software V&V techniques for risk mitigation; criteria shall be applied to determined if IV&V is warranted. 
The IV&V selection criteria are based on determining the extent of risk. Developed by an Agency wide group, the 
criteria provide an algorithm for estimating probability of software failure based on quantitative software 
complexity, development team, management, and other factors. Factors for characterizing the consequences of 
software failure are determined, then thresholds for performing IV&V based on probability of failure and severity of 
impact (consequences) are applied. In this paper, we will discuss how these guidelines were developed and 
currently being applied. We will conclude with a discussion on the approach to projects, how do you convince the 
project manager to implement IV&V, and what is the cost to the project. 

About the Author 

Dr. Rosenberg is the division chief of the Software Assurance Technology Office (SATO) in the Office of Systems 
Safety and Mission Assurance Directorate at Goddard Space Flight Center (GSFC), NASA. She also serves as the 
Software Assurance technologist for GSFC and NASA. Dr. Rosenberg is a recognized International expert in the 
areas of software assurance, software metrics, requirements and reliability. She serves on IEEE program 
committees for software reliability, software metrics, and software requirements. She has chaired sessions at 
many international conferences, included those sponsored by NASA and AIAA. Dr. Rosenberg also reviews papers 
for the Department of Defense sponsored conferences, and other industrial organizations for software quality. She 
has presented papers and tutorials in many areas of software assurance, including reliability, at IEEE and ACM 
international conferences and the International Astronautical Congress. Dr. Rosenberg is currentl! y on the 
steering committee to evaluate the metrics in the IEEE 982 Reliability Standard. Dr. Rosenberg is also an adjunct 
professor at University of Maryland, Baltimore for the Masters/Doctoral Program. 

Dr. Rosenberg holds a Ph.D. in Computer Science from the University of Maryland, an M.E.S. in Computer Science 
from Loyola College, and a B.S. in Mathematics from Towson University. She is a member of Electrical and 
Electronic Engineers (IEEE), the IEEE Computer Society, the Association for Computing Machinery (ACM) and 
Upsilon Pi Epsilon.  
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Independent Verification and 
Validation Implementation 

at NASA 

Dr. Linda H. Rosenberg
Chief Scientist for Software Assurance Technologies

Goddard Space Flight Center, NASA
301-286-0087

Linda.Rosenberg@gsfc.nasa.gov
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Overview

• WHY IV&V
• WHAT is IV&V

– Definition
– Approach
– Activities

• HOW to implement IV&V
– Policy
– Criteria
– Example

• Implementation at NASA
• Benefits
• Summary
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WHY IV&V - Software Chaos

16% Successful
- In Budget
- On Time
- Meets

Requirements
- User involved

31% Cancelled
- Development

53% “Challenged”
- Over budget by 189%
- Late by 222%
- Missing 39% of

Capabilities

Note:  For Large Companies
- 9% were Successful
- 61.5% Challenged
-Over budget by 178%
- Late by 230%
- Missing 58% of Capabilities

- 29.5% were Cancelled

The Standish Group examined 8,380 Software Projects.
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Why IV&V at NASA

MARS



3

QWE 2002 Dr. L. Rosenberg - Slide 5

WHAT is IV&V 
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Independent Verification  & 
Validation

Independent
– Technical: IV&V prioritizes its own efforts
– Managerial: Independent reporting route to Program Management
– Financial: Budget is allocated by program and controlled at high level such that IV&V 

effectiveness is not compromised
Verification (Are we building the product right?)

– The process of determining whether or not the products of a given phase of the 
software development cycle fulfill the requirements established during the previous 
phase

– Is internally complete, consistent and correct enough to support next phase
Validation (Are we building the right product?)

– The process of evaluating software throughout its  development process to ensure 
compliance with software requirements.  This process ensures:

• Expected behavior when subjected to anticipated events
• No unexpected behavior when subjected to unanticipated events
• System performs to the customer’s expectations under all operational conditions
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IV&V

Software IV&V is a systems engineering process 
employing rigorous methodologies for evaluating the 
correctness and quality of the software product throughout
the software life cycle 

Adapted to characteristics of the target program
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IV&V Approach

Req        Design Code   Test (Verification & Validation)
Unit Integration Acceptance

Req        Design Code     Testing   
Unit

Test (Verification & Validation)
Integration Acceptance

Clean Room Approach

Traditional Software Development

V&V

iV&V

Req        Design Code   Test (Verification & Validation)
Unit Integration Acceptance

IV&V Implementation

IV&V
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IV&V Activities
Requirements Phase

•System Reqts 
Analysis
•S/W Reqts 
Analysis
•Interface Analysis
•Process Analysis
•Technical 
Reviews & Audits

Design Phase

•Design Analysis
•Interface Analysis
•Test Program 
Analysis
•Supportability 
Analysis
•Process Analysis
•Technical 
Reviews & Audits

Code Phase

•Code Analysis
•Test Program 
Analysis
•Supportability 
Analysis
•Process Analysis
•Technical 
Reviews & Audits

Test Phase

•Test Program 
Analysis
•Independent Test
•Supportability 
Analysis
•Technical 
Reviews & Audits

Verify

Verify

VerifyValidate
C a ta s tr o p h ic /C r it ic a l/H ig h  R is k  F u n c tio n s  L is t
T r a c e a b il ity  A n a ly s is
I s s u e s  T r a c k in g
M e tr ic s  A s s e ss m e n t
L o a d in g  A n a ly s is
C h a n g e  Im p a c t  A n a ly s is
S p e c ia l  S tu d ie s
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HOW to Implement IV&V

1 - Policy
2 - Criteria

– Development Factors
– Consequence Factors
– Example

3 - Implementation

IV&V
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NASA IV&V Policy

“It is NASA policy that all efforts covered by NPG 7120.5 
and other software programs and projects shall employ 
software V&V techniques for risk mitigation. Each project 
is required to produce and document a plan that addresses 
the performance of V&V over the life cycle of the software 
design and development.”

“…the IV&V Facility is responsible for the management of 
all software IV&V within the Agency”

“ Unless justified otherwise, the IV&V Facility shall execute 
this role by directly performing all IV&V at the WV 
Facility”
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NASA IV&V Policy

Steps:
➤ Program/Project with input from the IV&V Facility shall 

recommend the selection of whether IV&V shall be 
performed on any particular software effort

➤ Governing Program Management Council responsible for 
the Project is charged with approving this recommendation

➤ Selection of software for IV&V is subject to review of the 
IV&V Facility

➤ All IV&V is managed by the Facility regardless of being 
done at the Facility or project site
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IV&V Criteria

IV&V is intended to mitigate risk

Risk = Probability * Consequence

Probability
of an undesired event

Consequences
if that event should occur

∴∴∴∴ IV&V must be based on Risk Probability & Consequence
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Risk & IV&V

• Interim IV&V Criteria were developed by the inter-Center 
Software Working Group (SWG)

• Criteria provide: 
– Algorithm for estimating probability of software failure 

based on quantitative software complexity, development 
team, management, and other factors

– Factors for characterizing the consequences of software 
failure

– Thresholds for performing Independent Assessment or 
IV&V based on probability of failure and severity of impact 
(consequences)
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IV&V Criteria Risk Factors

Factors that impact the difficulty of the development

– Software Team Complexity
– Contractor Support 
– Organization Complexity
– Schedule Pressure 
– Process Maturity of Software Provider
– Degree of Innovation 
– Level of  Integration
– Requirement Maturity 
– Software Lines of  Code

QWE 2002 Dr. L. Rosenberg - Slide 16

Risk Factors

Software team complexity –The larger the team the more complex 
and formal the communication and more points of failure. 
Smaller teams are generally co-located, making 
communication a common occurrence.

Contractor support –The presence of a contractor (other than the 
prime system developer) introduces a layer of contract 
management and communication between the government and 
the actual software developer. 

Organization complexity –A single organization working from 
multiple locations faces a slightly greater challenge than an 
organization in one location.  When the software development 
is accomplished by multiple organizations working for a single 
integrator, the development is significantly complicated.  



9

QWE 2002 Dr. L. Rosenberg - Slide 17

Risk Factors (cont.)

Schedule pressure - A deadline is negotiable if changing the 
deadline is possible although it may result in slightly increased 
cost, schedule delays, or negative publicity.  A deadline is non-
negotiable if it is driven by immovable event such as an 
upcoming launch window.  Project working under deadlines are 
more likely to take short cuts such as decrease testing, hence 
potentially decreasing the reliability and safety, and increasing 
the risk.

Process maturity of software provider - Application of the Software 
Engineering Institute’s Capability Maturity Model (CMM) 
increases the quality of the software developed, resulting in 
higher reliability.  This model has 5 levels of attainment, 3 being 
the most common, and all projects start out at Level 1.   
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Risk Factors (cont.)

Degree of innovation – When attempting to formulate a new equation or 
concept, there is a higher risk than if the software has been proven in 
previous programs.

Level of integration – Programs that stand alone and are not integrated 
with any other components have a higher probability of success due to 
simplicity of their interfaces. The more extensive integration of 
multiple components, the higher the risk.

Requirement maturity – Requirements that are constantly changing, 
ambiguous or untestable are at a higher risk than those requirements 
whose objectives are well defined with few or no unknowns.

Software Lines of Code – The larger the project, the higher the risks. 
Lines of code is used as a size measurement and is defined to be all 
code in the programs, including software that is reused and auto
generated code.   
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IV&V Criteria Risk Factors 
Weighting

– Software Team Complexity x2
– Contractor Support x2
– Organization Complexity x1
– Schedule Pressure x2
– Process Maturity of Software Provider x2
– Degree of Innovation x1
– Level of  Integration x2
– Requirement Maturity x2
– Software Lines of  Code x2
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IV&V Criteria Risk Factors
Factors 
contributing 
to probability 
of software 
failure

Weighting 
Factor

Likely- 
hood of 
failure 
rating

1 2 4 8 16
Software 
team 
complexity

Up to 5 people 
at one location

Up to 10 
people at one 
location

Up to 20 
people at one 
location or 10 
people with 
external 
support

Up to 50 
people at one 
location or 20 
people with 
external 
support

More than 50 
people at one 
location or 20 
people with 
external 
support

X2

Contractor 
Support

None Contractor with 
minor tasks 

 Contractor with 
major tasks

Contractor with 
major tasks 
critical to 
project 
success

X2

Organization 
Complexity*

One location Two locations 
but same 
reporting chain

Multiple 
locations but 
same reporting 
chain

Multiple  
providers with 
prime sub 
relationship

Multiple  
providers with 
associate 
relationship

X1

Schedule 
Pressure**

No deadline Deadline is 
negotiable

Non-negotiable 
deadline

X2

Process 
Maturity of 
Software 
Provider

Independent 
assessment of 
Capability 
Maturity Model 
(CMM) Level 
4, 5 

Independent 
assessment of 
CMM Level 3 

Independent 
assessment of 
CMM Level 2 

CMM Level 1 
with record of 
repeated 
mission 
success

CMM Level 1 
or equivalent

X2

Degree of 
Innovation

Proven and 
accepted

Proven but 
new to the 
development 
organization

Cutting edge X1

Level of 
Integration

Simple - Stand 
alone

Extensive 
Integration 
Required

X2

Requirement 
Maturity

Well defined 
objectives - No 
unknowns

Well defined 
objectives - 
Few unknowns

Preliminary 
objectives 

Changing, 
ambiguous, or 
untestable 
objectives

X2

Software 
Lines of 
Code***

Less than 50K Over 500K Over 1000K X2

Total

Un-weighted probability of failure score

Table 1  Likelihood of Failures Based on Software Environment
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Criteria Application Example

• Software team complexity – “up to 20 people at one location” = 4 * 2 = 8
• Contractor support – “with minor tasks” = 2 * 2 = 4
• Organizational complexity – “two locations but with same reporting 

chain”  = 2 * 1 = 2
• Schedule pressure – “non-negotiable” = 16 * 2 = 32
• Process maturity – “ CMM Level 1 but with a successful history” = 8 * 2 

= 16
• Innovation – between proven but new and cutting edge = 8 * 1 = 8
• Integration – almost stand alone = 2 * 2 = 4
• Requirement maturity – “preliminary objectives” = 8 * 2 = 16
• Lines of code = ~ 300K = 2 * 2 = 4

TOTAL = 8+4+2+32+16+8+4 +16+4= 94
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Consequence Factors

• Potential for loss of life 
• Potential for serious injury 
• Potential for catastrophic mission failure 
• Potential for partial mission failure 
• Potential for loss of equipment 
• Potential for waste of software resource investment-
• Potential for adverse visibility
• Potential effect on routine operations

GRAVE
SUBSTANTIAL

MARGINAL
INSIGNIFICANT
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Consequence Factors - Sample

Grave
– Potential for loss of life - Yes
– Potential for loss of equipment – Greater than $100,000,000
– Potential for waste of resource investment – Greater than 200 work-years on 

software 
– Potential for adverse visibility - International

Substantial
– Potential for serious injury – Yes
– Potential for catastrophic mission failure – Yes
– Potential for loss of equipment – Greater than $20,000,000
– Potential for waste of resource investment – Greater than 100 work-years on 

software 
– Potential for adverse visibility - National
– Potential effect on routine operations – Agency work stoppage 
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Consequence Factors -
Example

• Software controls life-support systems (potential loss of 
life)

• There is no potential for loss of equipment
• There is potential for adverse visibility at the Agency level
• There would be no effect on routine operations

“GRAVE”
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Criteria Determination for 
IV&V

Grave

Substantial

Marginal

Insignificant

16                          32                          64                          128                       250

96

IV&V

IV&V

IV&V

C
on

se
qu

en
ce

 o
f S

of
tw

ar
e 

Fa
ilu

re

Total Likelihood of Failure based on Software Environment
High Risk - IV&V Required Intermediate Risk - Evaluate for IV&V

Example: 94 Development Factors
Grave Consequence IV&V Required
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Criteria Application at NASA
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Tale of Two Implementations

NASA = 10 Centers
100 projects evaluated (Approximately)

Projects potential for IV&V = 70 

Distribution/ data collection
•e-mail
•interview
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Results
Score Count Scores
> 32 24 24 - 232 Grave

Potential for loss of life - Yes
Potential for loss of equipment – Greater than $100,000,000
Potential for waste of resource investment – Greater than 200 work-years on software 
Potential for adverse visibility - International

> 64 23 24 - 142 Substantial
Potential for serious injury – Yes
Potential for catastrophic mission failure – Yes
Potential for loss of equipment – Greater than $20,000,000
Potential for waste of resource investment – Greater than 100 work-years on software 
Potential for adverse visibility - National
Potential effect on routine operations – Agency work stoppage 

> 96 23 24 - 149 Marginal
Potential for partial mission failure - Yes
Potential for loss of equipment – Greater than $2,000,000
Potential for waste of resource investment – Greater than 20 work-years on software 
Potential for adverse visibility - Agency
Potential effect on routine operations – Center work stoppage or Agency inconvenience

3 24 Insignificant
Potential for loss of life - No
Potential for serious injury – No
Potential for catastrophic mission failure – No
Potential for partial mission failure – No
Potential for loss of equipment – Less than $2,000,000
Potential for waste of resource investment – Less than 20 work-years on software 
Potential for adverse visibility – No more than local visibility
Potential effect on routine operations – No more than a Center inconvenience 
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Level of Maturity Data

Level 1

Level 2

Level 3

Level 4
Level 5

???
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Correlations

Software Team 
Complexity

Contractor 
Support

Organization 
Complexity

Schedule 
Pressure

Process Maturity 
of Software 

Provider

Degree of 
Innovation

Level of 
Integration

Requirement 
Maturity

Software Lines of 
Code

0

0.1

0.2

0.3

0.4

0.5

0.6

0.7

0.8

0.9

team/prov team/cntr sch/req sch/inn org/mat inn/int int/req inn/req code/inn team/code org/inn
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IV&V Roll Out

GRAVE addressed first

SUBSTANTIAL with risk > 32 in requirements or design 
phase

SUBSTANTIAL with risk > 32 past design

MARGINAL with risk >96 started with those closest to 
inception
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IV&V Scope

Scope is determined so as to minimize the risk within the 
Program’s IV&V budget.  Effort is based on:
Criticality and risk of system functions 

performed/managed by software 
Budget limitations Program’s

IV&V budgetSpecifications Program goals Dev plans/schedules

Criticality Analysis
and

Risk Assessment

Estimate
resource
requirements

Acceptable?
Yes IV&V

Plan

Revise scope:
- Breadth vs depth
- Exceptions

No
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Summary
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IV&V

Software IV&V, as practiced by the NASA 
Software IV&V Facility, is a well-defined, 

proven, systems engineering discipline 
designed to reduce the risk in major 

software developments.
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IV&V Benefits

•Better software/system
Performance

•Higher Confidence in 
Software Reliability

•Compliance between 
Specs & Code

•Criteria for Program
Acceptance

•Better Visibility into
Development

•Better Decision Criteria

•Second Source Technical
Alternative

•Reduced maintenance cost

•Reduced Frequency of
Operational Change

Technical Management
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NASA IV&V Benefits

Across different software domains

Manned Space - > 4,000 problems identified 
10 highest criticality (loss of mission or life)

Experimental Flight vehicles > 300 requirements and design 
problems

Ground systems: > 250 requirements and mitigation problems
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Conclusion

• Applied early in the software development process, IV&V 
can reduce overall Project cost.

• NASA policy provides the management process for 
assuring that the right level of IV&V is applied.

• IV&V Implementation Criteria provide a quantitative 
approach for determining the right level based on mission 
risk
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ABSTRACT 
NASA is recognized as a leader in space technology, with cutting edge science probing 
galaxies never before seen by mankind.  In keeping with this cutting edge technology, much 
of the functionality previously done through hardware has transferred to software, including 
mission critical functions.  But technology implementation is moving so fast, that at times 
quality assurance cannot keep up, although we try.  The NASA Independent Verification and 
Validation (IV&V) Facility was established in 1993 in West Virginia and tasked to provide 
the highest achievable levels of safety and cost effectiveness for mission-critical software.  
Despite this, NASA has experienced some failures recently that traced, in part, to less than 
adequate implementation of mission software.  In response in part to these failures, NASA 
has taken steps to place an emphasis on implementing improvements in the Agency’s 
software process.  One of these steps relates to the increased focus on IV&V. 
 
Every industry has data to support the statement that IV&V is cost effective, a very positive 
return on investment, yet most projects don’t employ it.  NASA decided to investigate the 
current use of IV&V, identify projects that should be using IV&V, and start using the 
expertise of the NASA IV&V Facility to improve the quality assurance on NASA projects 
through the appropriate implementation of IV&V.  This paper is not about IV&V, but about 
NASA’s new approach to the implementation of IV&V on all software development 
throughout the Agency. 
 
Keywords 
Independent Verification  and Validation, IV&V, risk mitigation 
 
1 INTRODUCTION 
NASA determined the need for software Independent Verification and Validation (IV&V) 
after evaluating the causes of recent mission failures. These failures were due, in part, to 
software issues that should have been identified during development or testing.   The NASA 
IV&V Facility in West Virginia was developed to be a Center of Excellence, but was under 
utilized. Projects that did use the Facility had proven benefits. The focus for improvement 
within NASA has turned to the application of Independent Verification and Validation of the 
software. 
 



This approach started by looking at the resources available and projects that have applied 
IV&Vto determine if there were benefits in the NASA environment.  It was quickly 
determined that only a few projects were implementing IV&V, not all were taking advantage 
of the Facility’s expertise, and there were very definite proven benefits to NASA when 
IV&V was applied.  These benefits ranged from cost savings to identifying mission critical 
errors not previously identified through testing; the application of IV&V on software resulted 
in increased safety and reliability of the mission.  But deficiencies in the application of IV&V 
were also identified, specifically it was randomly applied by projects, with no consistency. 
 
This paper will discuss the approach taken to increase the use of  IV&V within NASA. We 
will start by defining independent, verification, and validation, what they mean.  We will 
then discuss the policy written relative to the performance of software IV&V and the criteria 
developed to help projects quantify the need for IV&V.  We will conclude with a discussion 
on the approach and how to convince the project manager to implement IV&V. 
 
2 INDEPENDENT VERIFICATION AND VALIDATION (IV&V) 
Although this is not a paper on IV&V, we do need to start with a basic understanding of what 
constitutes IV&V, starting first with the definitions of verification and validation, then 
determining what is required for “I” – independence. IEEE 610.12-1990, IEEE Standard 
Glossary of Software Engineering Terminology, defines verification and validation as 
follows.[1] Verification is defined as the process of evaluating a system or component to 
determine whether the products of a given development phase satisfy the conditions imposed 
at the start of that phase. Validation is defined as the process of evaluating a system or 
component during or at the end of the development process to determine whether it satisfies 
specified requirements. Another way of stating verification is “Did we built the system 
right?” and validation as “Did we build the right system?” IV&V is implement at all phases 
of the software development life cycle, not just in testing. 
 
Independence in IV&V is defined by IEEE as three parameters: technical independence, 
managerial independence, and financial independence. Technical independence is achieved 
by personnel who are not involved in the development of the software.  IV&V personnel use 
their expertise to assess development processes and products independent of the developer.  
They formulate their own understanding of potential problems and how the proposed system 
is solving them.  Managerial independence requires responsibility for the IV&V effort to be 
vested in an organization separate from the organization responsible for performing the 
implementation of the system.  The IV&V effort independently selects the segments of the 
software and system to analyze and test, chooses the IV&V techniques, defines the schedule 
of IV&V activities, and selects the specific technical issues and problems to act upon.  Most 
projects view V&V sufficient and do not recognize the added value the independence brings.  
Finance independence has been harder to attain. All work on the project, including quality 
assurance, is funded directly by the project, hence, IV&V is also funded directly by the 
project.  In theory, the project could remove IV&V funding if they are not satisfied with the 
findings, but with the implementation of the IV&V policy, the projects are now required to 
work with the IV&V Facility to reach an agreement on the amount of IV&V and funding.  



Any changes to this must be agreed to by the Center Director with strong justification by the 
project manager. 
 
3 IMPLEMENTATION APPROACH 
All software project managers, whether government or industry, never have time or money to 
spare, so when NASA identified the need for IV&V, it was met with a cry of “Not on my 
project!”  But the implementation of IV&V was part of a larger effort to improve the 
software developed at NASA, to achieve the highest levels of safety and cost effectiveness 
possible for mission critical software.  To accomplish this, NASA established a group of 
software experts from all NASA Centers to advise and develop software policies and 
standards.1  Each Center provided two experts in different aspects of software development 
to form the NASA Software Working Group (SWG). Their charter is to advise the Agency 
on software related matters and recommend software management, engineering and 
assurance policies, standards, best practices and guidance, quite a task. They have been 
instrumental in the implementation of IV&V at NASA as will be demonstrated in this paper. 
 
In 1993, NASA established the IV&V Facility in Fairmont West Virginia to provide the 
highest achievable levels of safety and cost-effectiveness for mission-critical software. The 
mission of the IV&V Facility is to become the NASA Center of Expertise for the application 
of software verification and validation technology to the development of high quality, highly 
reliable software systems to support NASA missions. The IV&V Facility provides tailored 
technical, project management and financial analyses for NASA projects, industry, and other 
Government agencies, by applying software engineering “best practices” to evaluate software 
risk and criticality assessments throughout the system development life cycle. Through the 
Facility, NASA has the means for implementing IV&V, but it is under utilized. Only a few 
very large NASA projects, such as Space Station, chose to apply IV&V through the Facility. 
A few other projects applied IV&V but through another source, usually a contractor. 
 
NASA now has the ability to implement software improvement throughout the Agency 
through the Office of the Chief Engineer. It has the body of software experts to write policy 
through the Software Working Group. It has the experts in IV&V at the Facility. The 
infrastructure is in place, now the process had to begin.  
 
The first step was to write a policy requiring projects to investigate the necessity of doing 
IV&V.  IV&V is an effective risk mitigation strategy, and since most NASA missions are 
cutting edge technology, they also are at high risk. But NASA develops many types of 
projects, from ground and flight systems, to instruments and data collection systems. The 
specific types of missions potentially requiring IV&V had to be identified. Recognizing that 
cost must be balanced against potential benefits, the “amount” of risk incurred by a project 
had to be calculated.  In order to require projects to investigate the application of IV&V, a 
policy was developed identifying the types of projects that must potentially apply IV&V was 
developed. The process of determining the need for IV&V, the extent and approach are 

                                                           
1 The author is Goddard Space Flight Center’s primary representative to this group. 



specified in the policy. The policy also states all IV&V will be done under the management 
of the NASA IV&V Facility, centralizing expertise and ensuring consistency. 
 
The next step was to develop criteria for determining when IV&V must be considered -  
quantifying project risk for an initial assessment on which projects may require IV&V. 
Project risk is defined as a combination of the probability that an undesirable event will 
occur, and the consequence if the event does occur. The IV&V Criteria were written using 
probability and consequence. Factors influencing software development were identified, and 
risk factors associated with them for a calculation of the probability. Consequences of failure 
were classified as Grave, Substantial, Marginal, Insignificant. These are combined for a 
determination of the necessity of IV&V. 
 
The final step, and the hardest in some respects, was to identify the projects that potentially 
required IV&V and determine to what level IV&V was needed. Money is always an issue, 
there is never enough in any software development, so what was the cost and what are the 
balancing benefits. 
 
Therefore, the approach to implement IV&V consistently and logically on all NASA 
software was broken into 3 steps: 

1 – Write a policy for the requirement of IV&V implementation 
2 – Write the criteria for an initial determination of IV&V necessity based on project 
risk evaluation 
3 – Work with projects to implement IV&V 

 
Step 1 – IV&V Implementation Policy 
The policy for IV&V implementation was to clearly specify the process of determining when 
a program must apply IV&V under the management of the NASA IV&V Facility. The initial 
version of the IV&V policy was stated in the IV&V Facility Business Plan in June 2000.[2]  
The final version of the policy will be distributed as a NASA policy by the end of 2001, 
giving it the authority of being required for all NASA software development. 
 
One strength of the policy is the specification that the NASA IV&V Facility is responsible 
for the management of all software IV&V efforts within the Agency. The Facility’s role is to 
provide a value-added service to the Agency’s software development efforts.   The cost to 
perform tailoring and implementation of IV&V is expected to be borne by the project or the 
sponsoring HQ Enterprise. All results are to be reported to the project manager and the 
cognizant Center Director. This creates a central repository of knowledge, tools, metrics and 
lessons learned that can be used to improve the IV&V efforts on future projects throughout 
NASA. 
 
The policy identifies all projects that this policy pertains to as those that are covered in 
NASA Policy Guideline (NPG) 7120.5 “NASA Program and Project Management Processes 
and Requirements Highlight Code”, or other projects within NASA with significant software 
effort as determined by the NASA Chief Information Officer (CIO), the NASA Office of the 
Chief Engineer (OCE), and the NASA Office of Safety and Mission Assurance (Code Q) or 



Center Safety and Mission Assurance. Projects covered in NPG 7120.5 include “all 
programs/projects that provide aerospace products or capabilities, i.e., provide space and 
aeronautics, flight and ground systems, technologies, and operations.”[3]  This covers most 
of the projects but may exclude projects where NASA is a minor partner and those developed 
by Universities for educational purposes and considered at minor risk due to limited 
investment. 
 
The policy states that each project must produce, document, and implement a plan that 
addresses the performance of V&V, and if appropriate, IV&V, over the life cycle of the 
software, from requirements through delivery and maintenance. The level of IV&V of 
software that is performed is based on the cost, size, complexity, life span, risk, and 
consequences of failure as defined using the Criteria (explained in the following section).  
 
The policy specifies the following steps for IV&V determination and application: 
a. The project manager is to evaluate their project against the criteria (described in Step 2) 

to determine if IV&V is indicated.  
b. For projects where the criteria indicates software IV&V is warranted, the project manager 

is to discuss the results with a representative of the NASA IV&V Facility. Application of 
the IV&V criteria simply determines if a project is a candidate for IV&V – not the level 
of IV&V nor the resources associated with the IV&V. The Facility personnel will work 
jointly with the project office to provide recommendations tailored to the project on what 
sections and to what extent IV&V should be performed. 

c. With this input from the Facility, the project manager will document in the project plan 
what IV&V is intended to be performed.  Since IV&V compliments and enhances risk 
mitigation, projects are encouraged to achieve the most effective balance of risk 
mitigation strategies. 

d. The level of IV&V activities selected in the project plan is subject to Facility review. The 
Center Director is responsible for resolving differences between the Facility and Project 
Office. 

e. When IV&V is selected for a project, the Facility, with information from the project, will 
make the determination of which IV&V work will be done at the Facility location in WV, 
and which work will be done local to the project. The objective over the life of the project 
is that at least 50% of the work be done at the Facility. 

f. When the project undergoes significant changes that impact the software subsystems, the 
project manager must revisit the criteria. 

 
Step 2 - IV&V Criteria 
In order to accomplish of goal of increasing the application of IV&V on all appropriate 
projects, it had to be determined what was meant by “appropriate” projects, hence the 
development of IV&V criteria.  Again the members of the NASA Software Working Group 
were task with defining when IV&V should be applied to a project.  Looking back on the 
objective of IV&V for risk mitigation, those projects with high risk had to be identified, but 
first, the criteria for what makes a software project high risk had to be defined and quantified.  
The quantification was the hardest part. 
 



IV&V is intended to assist mitigating risk, hence, the decision to do IV&V must be risk 
based.  NASA policy NPD 7120.5 defines risk as the “combination of 1) the probability 
(qualitative or quantitative) that a program or project will experience an undesired event such 
as cost overrun, schedule slippage, safety mishap, or failure to achieve a needed 
breakthrough; and 2) the consequences, impact, or severity of the undesired event were it to 
occur.” [3] The exact probability of occurrence and consequences of a given software failure 
cannot be calculated early in the software lifecycle.  However, there are realistically available 
metrics which give good general approximations of the consequences as well as the 
likelihood of failures.  
 
Probability Evaluation 
The probability of failure for software is difficult to determine at any phase in the software 
development life cycle.  The NASA Software Working Group (SWG) has identified factors 
that impact the difficulty of the development. These factors were then calibrated to determine 
the extent of risk for successful software development. While the indicators are not precise 
and are currently in Beta testing by NASA software development projects and the IV&V 
determination team, they do provide order of magnitude estimates, which are adequate for 
assessing the need for IV&V. These factors are described below.  
a. Software team complexity – Industry research has shown that the larger the team the 

more complex the communication and more points of failure. Smaller teams are generally 
co-located, making communication a common occurrence.  The larger the development 
teams, the more formal communication, often loosing some subtle communication 
activities. 

b. Contractor support – NASA software is developed by civil servants, contractors or a 
combination. The presence of a contractor (other than the prime system developer) 
introduces a layer of contract management between the government and the actual 
software developer.  

c. Organization complexity – This is an indirect measure of communications challenges 
inherit in the software developer.  A single organization working from multiple locations 
faces a slightly greater challenge than an organization in one location.  When the 
software development is accomplished by multiple organizations working for a single 
integrator, the development is significantly complicated.  If the developing organizations 
are coequal such as in an associate contractor relationship (or a similar relationship 
between government entities) then there is no integrator.  Experience has shown this 
arrangement to be extremely challenging as no one is in charge. 

d. Schedule pressure - A deadline is negotiable if changing the deadline is possible although 
it may result in slightly increased cost, schedule delays, or negative publicity.  A deadline 
is non-negotiable if it is driven by immovable event such as an upcoming launch window.  
Project working under deadlines are more likely to decrease testing, hence potentially 
decreasing the reliability and safety, and increasing the risk. 

e. Process maturity of software provider – It has been demonstrated in almost all cases, 
application of the Software Engineering Institute’s Capability Maturity Model (CMM) 
increases the quality of the software developed, resulting in higher reliability.  This 
model has 5 levels of attainment, 3 being the most common, and all projects start out at 
Level 1. While striving to attain Level 2, projects are implementing some of the 



techniques that reduce project risk. The higher the CMM Level achieved, the lower the 
risks.  A formal assessment is required to determine the CMM Level.  

f. Degree of innovation – Innovation is usually found in most of NASA’s software, as 
expected. But when attempting to formulate a new equation or concept, there is a higher 
risk than if the software has been proven in previous programs. 

g. Level of integration – Programs that stand alone and are not integrated with any other 
components have a higher probability of success due to simplicity of their interfaces. The 
more extensive integration of multiple components, the higher the risk. 

h. Requirement maturity – Requirements that are constantly change or change late, 
ambiguous or untestable are at a higher risk than those requirements whose objectives are 
well defined with few or no unknowns. 

i. Software Lines of Code – It has been proven that the larger the project, the higher the 
risks. Lines of code is used as a size measurement and is defined to be all code in the 
programs, including software that is reused and auto generated code. 

 
Five categories of risk within each factor were identified based on input from software 
developers from all NASA centers. Values 1, 2, 4, 8, 16 were assigned to each category. 

Factors 
contributing 
to probability 
of software 
failure

Weighting 
Factor

Likely- 
hood of 
failure 
rating

1 2 4 8 16
Software 
team 
complexity

Up to 5 people 
at one location

Up to 10 
people at one 
location

Up to 20 
people at one 
location or 10 
people with 
external 
support

Up to 50 
people at one 
location or 20 
people with 
external 
support

More than 50 
people at one 
location or 20 
people with 
external 
support

X2

Contractor 
Support

None Contractor with 
minor tasks 

 Contractor with 
major tasks

Contractor with 
major tasks 
critical to 
project 
success

X2

Organization 
Complexity*

One location Two locations 
but same 
reporting chain

Multiple 
locations but 
same reporting 
chain

Multiple  
providers with 
prime sub 
relationship

Multiple  
providers with 
associate 
relationship

X1

Schedule 
Pressure**

No deadline Deadline is 
negotiable

Non-negotiable 
deadline

X2

Process 
Maturity of 
Software 
Provider

Independent 
assessment of 
Capability 
Maturity Model 
(CMM) Level 
4, 5 

Independent 
assessment of 
CMM Level 3 

Independent 
assessment of 
CMM Level 2 

CMM Level 1 
with record of 
repeated 
mission 
success

CMM Level 1 
or equivalent

X2

Degree of 
Innovation

Proven and 
accepted

Proven but 
new to the 
development 
organization

Cutting edge X1

Level of 
Integration

Simple - Stand 
alone

Extensive 
Integration 
Required

X2

Requirement 
Maturity

Well defined 
objectives - No 
unknowns

Well defined 
objectives - 
Few unknowns

Preliminary 
objectives 

Changing, 
ambiguous, or 
untestable 
objectives

X2

Software 
Lines of 
Code***

Less than 50K Over 500K Over 1000K X2

Total

Un-weighted probability of failure score

Table 1  Likelihood of Failures Based on Software Environment



Finally, a weighting factor of 1 or 2 was identified for each factor.  This information is 
shown in Table 1. 
 
To apply the criteria, the project manager identifies the category of risk for each factor and 
multiples the appropriate value (1, 2, 4, 8, or 16) times the weighting factor of 1 or 2. The 
sum for all factors yields an initial numerical representation of the project software 
development risk. For example, a project might rate the following: 
− Software team complexity – “up to 20 people at one location” = 4 * 2 = 8 
− Contractor support – “with minor tasks” = 2 * 2 = 4 
− Organizational complexity – “two locations but with same reporting chain”  = 2 * 1 = 2 
− Schedule pressure – “non-negotiable” = 16 * 2 = 32 
− Process maturity – “ CMM Level 1 but with a successful history” = 8 * 2 = 16 
− Innovation – between proven but new and cutting edge = 8 * 1 = 8 
− Integration – almost stand alone = 2 * 2 = 4 
− Requirement maturity – “preliminary objectives” = 8 * 2 = 16 
− Lines of code = ~ 300K = 2 * 2 = 4 
∴ TOTAL = 8+4+2+32+16+8+4 +16+4= 94 
 
This risk information must now be combined with the consequence evaluation. 
 
Consequence Evaluation 
In general, the consequences of a software failure can be derived from the purpose of the 
software: i.e., what does the software control; what do we depend on it to do. NASA has 
many types of software, including flight software which is launched and contains mission 
critical functional, ground system that sends commands, scientific software for the 
experiments, and just about all other types of software imaginable. Factors which can be used 
to categorize software based on its intended function as well as the level of effort expended 
to produce the software are defined as follows: 
a. Potential for loss of life - Is the software the primary means of controlling or monitoring 

systems that have the potential to cause the death of an operator, crewmember, support 
personnel, or bystander?   The presence of manual overrides and failsafe devices are not 
to be considered.  This is considered a binary rating: responses must be either yes or no.  

b. Potential for serious injury - Serious injury is defined as loss of digit, limb, or sight in one 
or both eyes, sudden loss of hearing, or exposure to substance or radiation that could 
result in long term illness.  This rating is also binary. This rating considers only those 
cases where the software is the primary mechanism for controlling or monitoring the 
system. The presence of manual overrides and failsafe devices are not to be considered.  

c. Potential for catastrophic mission failure - Can a problem in the software result in a 
catastrophic failure of the mission?  This is a binary rating.  

d. Potential for partial mission failure - Can a problem in the software result in a failure to 
meet some of the overall mission objectives?  This is a binary rating.  

e. Potential for loss of equipment - This is a measure of the cost (in dollars) of physical 
resources that are placed at risk due to a software failure.  Potential collateral damage is 
to be included.  This is exclusive of mission failure.   
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